How Al Learned to Use Your Tools

e Session Hosts & Presenters: Hosted by Nishant and Gaurav; presented by Adit
Kandelwal (Senior Al Developer, Cloud for Good) and Harsh Dadhich (Cloud for
Good).

e CoreTopic & Concept: Overview of Model Context Protocol (MCP) and
multi-agent architectures for standardizing tool integration and context retrieval
in Al applications.

Evolution & History of Al Adoption

e Wave1(Chatbots): Direct consumer chatinterfaces for scanninginformation,
asking questions, and casual tasks.

e Wave 2 (Professional & APl Integration): Code debugging, document
summarization, and email drafting via model APIs (e.g., OpenAl, Anthropic),
leading to productivity gains but causing system isolation.

e Fragmentation & Context Overhead: Early users had to manually copy-paste
context across multiple platforms (e.g., Jira, SharePoint, local code files).

e Function/Tool Calling: Enabled direct data fetching from tools, but creating
separate integrations for applications across tools led to maintenance
overhead and APl breaking changes.

Model Context Protocol (MCP) & Multi-Agent Architecture

e MCP Purpose: An open-source communication protocol acting as a standard
connector ("plug”) between Al clients and external tool servers, reducing
integration overhead to a single implementation per tool.

e MCP Architecture: Consists of an MCP Server (hosts tools/resources), an MCP
Client (Al application), and a standardized communication layer.

e Custom MCP Servers: Enterprise teams can build and host self-hosted MCP
servers forinternal databases, deployment pipelines, and custom logging
systems.

e Multi-Agent Coordination: Prevents hallucination and tool-selection failures
caused by large tool sets by distributing tasks among specialized agents
governed by an orchestrator/commander agent.

Live Demonstration: "Nexus Pay" Incident Response

e Scenario: Service degradation on the "Nexus Pay" payment gateway where
post-deployment errorrates spiked from a baseline.



e System Design:

Commander Agent: Serves as the central orchestrator with no direct MCP access; routes
tasks to sub-agents and compiles evidence.

Sentinel (Observability MCP): Analyzed logs/metrics and flagged a missing payment_zone
configuration variable.

Sherlock (Code MCP): Inspected pullrequests (PR #842) and identified a code mismatch
between payment_region and payment_zone.

Athena / Aegis (Security MCP): Confirmed card payment failures only, verifying no
permission changes or unauthorized security breaches occurred.

Forge (Deployment MCP): Prepared systemrollback steps and required human
authorization before execution.

 Resolution: Rollback approved via human-in-the-loop verification, bringing the error rate
back down.

Key Takeaways & Audience Q&A

e Safe Access & Governance: MCP restricts agent actions within strict
boundaries, avoiding unprompted data modifications or execution errors.

e Human-in-the-Loop: Critical production changes (e.g., deployment rollbacks)
require human approval to ensure accountability.

e Token Costs: MCP utilizes the LLM context window; higherlogs or trace volume
increase token consumption, though operational speed offsets manual labor
costs.

e Coordination & Trade-offs: Sub-agents operate independently within
bounded scopes without cross-access to otheragents' tools. Data privacy
concerns when using public APl providers can be mitigated vialocal self-hosted
models, subject to hosting infrastructure costs. Large context limits (e.g., 1M +
tokens) still pose risks of model hallucination.



